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Abstract

This project studies the feasibility and security of free 
form touch gestures for authentication. By careful 
formulation of a free-form gesture model we can protect 
against the over-the-shoulder attack and offer a much 
greater level of security than traditional pin, text-based, 
and Android's default pattern authentication.  A gesture 
is represented as a stochastic process of observations, 
which are derived from features of touch events such as 
location, pressure, and direction.

Our authentication system considers two factors: 
what the user knows and who they are. What the user 
knows is the latent gesture, and who they are 
encompasses subtle aspects of motion due to the user's 
hand geometry and dexterity.  

The probability that an input gesture is valid is 
determined by combining the results from each 
individual model.  Valid gestures are used to further train 
the system, improving future accuracy. 

Security - by capturing the user’s subtle nuances of  
movement, an onlooker who knows the sequence will not 
necessarily be able to bypass authentication.   

Convenience - uses non-invasive techniques of 
acquiring data. Authentication should take no longer 
than a few seconds, and should be secure but not 
restricting.

Hidden Markov Models were initially researched for the problem, however the 
technique proved to be better suited for recognition than for authentication.   

Android sensors do not provide consistent sampling rates so Digital Signal Processing 
techniques were used to  smooth and frame data.  

Inconsistent user input made the Android's sub-pixel location accuracy meaningless. 
Needs  to allow variability in the model to account for inconsistencies without sacrificing 
security.

Multiple probability models needed to be integrated to identify a cut-off value for 
authentication that maximizes true positives and minimizes false positives. 
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We created a mobile application on Android to 
capture and authenticate gestures. The raw data from 
the sensors is preprocessed and given a fixed sampling 
rate before training a probabilistic model.  Users provide 
5 repeated gestures which are used to initially train the 
models of the gesture.  Initial analysis is done to ensure 
that the training samples are consistent to avoid creating 
an inaccurate model. 

After the models have been created, the application 
allows the user to log in using their gesture.  
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