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Abstract

An overview of research and development challenges
for managing data in Grid environments is provided.
We relate issues in data management at various lev-
els of abstraction, from resources storing data sets, to
metadata required to manage access to such data sets.
A common set of services is defined as a possible way to
manage the diverse set of data resources that could be
part of a Grid environment. The resource heterogene-
ity is handled by an API, that defines services that need
to be provided, rather than details of how such services
are implemented.

1 Introduction and Motivation

To identify data management needs in Grid environ-
ments [6], two approaches are possible. Either an as-
sessment can be based on existing components associ-
ated with data management, and one can view the Grid
as integrating these. In this approach, the emphasis lies
on providing interfaces between existing data storage
and manipulation systems, to enable systems from dif-
ferent vendors and research groups to work seamlessly.
The alternative approach is based on assessing appli-
cation needs and requirements, and identifying missing
functionality. We try to take a middle ground between
these two approaches, and identify a set of common ser-
vices, that may be suitable for both. At present, there
are at least three communities that require access to
distributed data sources:

1. Digital libraries (and distributed data collections).
Digital libraries provide services for manipulating,
presenting, discovering, browsing, and displaying
digital objects.

2. Grid environments for processing distributed data,
with applications ranging from distributed visual-
isation, to knowledge discovery and management.

3. Persistent archives for maintaining collections
while the underlying technology changes.

Hence, an architecture that is used to support grid
based environments, should be consistent with the ar-
chitectures needed to support digital libraries and per-
sistent archives. An important common theme in all
of these communities is the need to provide a uniform
Application Programming Interface (API) for manag-
ing and accessing data in distributed sources. Conse-
quently, specialised operations are needed to manage
and manipulate digital objects with varying degrees of
granularity. A digital object may be stored in a file
system, as an object in an object-oriented database, as
a Binary Large OBject (BLOB) in a object-relational
database, or as a file in an archive, and should still
utilise a common API. Hence, the concept of a data
handling system that automates the management of
digital objects stored in distributed data sources is the
key concept in managing data in Grid environments.

Data management is also an important part of high
performance and high throughput computing, and one
which has been largely ignored by vendors of high per-
formance machines. We make a distinction between
these two computing domains, since in high perfor-
mance computing a single application requests as many
resources as possible in order to finish a task in a min-
imal amount of time. Alternatively, high throughput
computing is characterised by a large user community
and hence multiple applications have to be served in
parallel. Thus, a single application program is not op-
timised for the highest possible performance but the
aggregated throughput of a large number of applica-



tions is more important in high throughput computing.
The increasingly large amount of data that is being

generated by high throughput applications in domains
such as High Energy Physics (HEP), computational ge-
nomics and satellite imaging, has led to data volumes
being measured in Terabytes, and soon Petabytes. The
access patterns and types of uses of such data in sci-
entific computing have generally differed from those in
business computing. Whereas in business computing
the emphasis appears to be on persistent data (such
as customer records, product information, supplier de-
tails), in scientific computing the emphasis is on the
ability to access data in large blocks, which are gener-
ally non-persistent as often regards high performance
applications. In contrast, HEP’s high throughput ap-
plications produce large amounts of data that have to
be stored persistently in object-oriented or relational
database management systems or in large flat files man-
aged by a metadata repository or a directory service.
This is also true for scientific earth observation, climate
modelling and sky survey applications.

Results generated from scientific experiments under-
taken on high end machines may also become unus-
able, unless the results are tabulated, stored and man-
aged. Data management is also important for compo-
nent based environments, for composing scientific ap-
plications. In such environments, components can be
connected into data flow or control flow graphs, ex-
pressing an invocation sequence of scientific solvers or
visualisation tools. Each component in such a data
flow graph generates local data, which must be suitably
managed, and integrated with data generated globally
for the entire experiment. Data staging may be nec-
essary in many such applications to ensure that data
is located at the point where processing is to be per-
formed.

Scientific computing in the Grid community can
basically be divided into two groups: computational
Grids and data Grids. Whereas the first group deals
primarily with large computational tasks, the second
group has the main focus of management of large
amounts of data. Currently several project like the
DataGrid [2] and GriPhyN [4] are specialised in this do-
main. For a complete summary of existing data Grids
refer to [5]. Data Grids are still rather new but have
a major importance in the Grid community and will
drive the distributed data management research into a
new direction.

The objectives of this paper are to identify a tax-
onomy for data management in scientific computing,
to elicit requirements of applications that utilise Grid
infrastructure, and to provide a means of classifying
existing systems. The paper aims to complement work

identified in [1], and identify building blocks that could
be used to implement data management functions. The
criteria needed for managing data in Grid applications
are outlined, and based on the notion of (1) local ser-
vices that must be provided by a given storage resource,
(2) global services that need to be provided within a
wider context, to enable a better sharing of resources
and data. It is intended that each data management
and storage resource must subscribe to a global service,
and must support some or all of the APIs required by
such global services. Hence, a data storage resource
is said to be ‘Grid-enabled’ if it can access and inter-
act with these global services. We see two important
considerations that distinguish current usage of data
storage resources from Grid-enabled use – ‘diversity’
in operations and mechanisms, and ‘performance’ tol-
erance across mechanisms and resources.

2 Data Management - a wider perspec-
tive

The ability to process and manage data involves a
number of common operations, the extent of which de-
pend on the application. Hence, data management gen-
erally involves:

• Data Pre-Processing and Formating for translat-
ing raw data into a form that can be usefully
analysed. Data processing may involve transform-
ing a data set into a pre-defined range (for nu-
meric data), and identifying (and sometimes fill-
ing in) missing data, for instance. The data pro-
cessing stage is generally part of the ’data quality’
check, to ensure that subsequent analysis of the
data will lead to meaningful results. For numeri-
cal data, missing data is handled using statistical
techniques, whereby an average value is used to re-
place a missing element within a column of data.
However, such techniques are not suitable for tex-
tual data, for which a rule base may need to be
used to fill in the missing values.

Metadata is often used in this context, for trans-
lating data from one form to another. Meta-
data can correspond to the structure of a data
source, such as a database schema, which enables
multiple data sources to be integrated. Alter-
natively, metadata may be summary data which
identifies the principle features of the data being
analysed, corresponding to some summary statis-
tics. Generally, summary statistics have been gen-
erated for numeric data, however extensions of
these approaches to data that is symbolic is a use-
ful current extension. This can involve identify-



ing syntactic or context based similarities between
records within a database.

• Data Fusion for combining different types of data
sources, to provide a unified data set, that could
provide more useful insights into an experiment.
Data fusion generally requires a pre-processing
stage as a necessity, in order for data generated by
multiple experiments to be efficiently integrated.
An alternative to fusion is Data Splitting, where
a single data set is divided to facilitate processing
of each sub-set in parallel.

• Data Storage involves the recording of data on var-
ious media, ranging from disks to tapes, which can
differ in their capacity and ’intelligence’. Data
storage can involve data migration and replica-
tion between different storage media, based on a
Hierarchical Storage Management (HSM) system,
which vary based on access speed to storage capac-
ity. As regards replication, large amounts of data
might be transferred over the network (local or
wide are) which imposes particular problems and
restrictions.Specialised applications, such as scien-
tific visualisation, require specialised data storage
to enable data to be shuffled between the appli-
cation program and secondary (or even tertiary)
storage at a faster rate, compared to other data
processing applications.

Data storage hardware and software also differ
quite significantly, based on the particular domain
requirements. Hence, hardware resources (and
software support for them) can vary from RAID
drives, where support is provided for stripping
data across multiple disks, and parity support to
ensure that lost data can either be reconstructed,
or migrated when a disk fails. Large scale data
storage units include HPSS (from IBM) and prod-
ucts from FileTek and AMPEX.

• Data Analysis can range from analysing trends
in pre-recorded data for hypothesis testing, to
checking for data quality and filling in missing
data. Data analysis is an important aspect of
data management, and has been successfully em-
ployed in various scientific applications. Analysis
approaches can range from evolutionary comput-
ing approaches such as neural networks and ge-
netic algorithms, rule based approaches based on
predicate/propositional logic to Case Based Rea-
soning systems, to statistical approaches such as
regression. The data analysis approach generally
requires a prior data preparation (pre-processing)
stage.

• Query estimation and optimisation is essential if
the data analysis is done on large amounts of data
in a multi-user environment. Based on the input
gained by a single user query, an estimate can be
done on how long it takes to transfer the required
data to the computational unit for serving the data
analysis task.

• Visualisation, Navigation and Steering is the
emerging area within data management, that can
range in complexity from output display on desk-
top machines, to specialised visualisation and
(semi-) immersive environments such as Immer-
saDesk and CAVE. Visualisation tools such as
IRIS Explorer/Data Explorer have been widely
used in the scientific community, and provide a
useful way to both generate new applications, and
for visualising the results of these applications.
The next stage - providing computational steer-
ing support, will enable scientists to interact with
their simulation in real time, and dynamically
’steer’ the simulation towards a particular param-
eter space. Visualisation therefore becomes an en-
abler in creating and managing new types of scien-
tific experiments, rather than as a passive means
for viewing simulation output.

Data management is therefore a unified process that
involves a number of stages, and it is important to view
it as a whole. Each individual stage within the process
has its own family of products and algorithms. To en-
able Grid-enabled devices to utilise these services, it
is important to distinguish services between (1) man-
agement services, (2) support and application services.
Management services relate to operations and mecha-
nisms offered within each storage resource, and global
services with which the resource interacts - these are
identified in section 3. Support and Application ser-
vices relate to higher level operations which undertake
correlations or aggregations on the stored data. These
can be implemented in different ways, and are based
on particular application needs and user preferences.
To initiate a discussion, we identify some categories of
such services in section 4.

3 Support for Data Storage and Access

Support for data storage can be based on services of-
fered within the categories identified in Figure 1. Each
of these services may be offered within a single sys-
tem, or may constitute an aggregate set of operations
from multiple systems, by multiple vendors. The pri-
mary objective in the context of Grid based systems
is to support device and vendor heterogeneity, subject



Figure 1. Categorising Storage Devices

to some additional set of constraints, generally related
to performance - which might not hold for data in-
tensive high throughput applications. The criteria for
categorising storage devices are illustrated in Figure 1.

• Policy is related to the division of services that
should be directly supported within a storage de-
vices, and those that are required to be imple-
mented by a user. The objective in many cases
would be to provide a large number of service di-
rectly within the storage device. However, this
may not be practical or useful from other perspec-
tives, such as access or search time. A compro-
mise is required between functionality and perfor-
mance/throughput, and the Storage Policy should
identify this. As far as possible, the Policy should
be exposed to the user, and design decisions un-
dertaken by a manufacturer should be made clear.

• Operations identify the kinds of services that are
required as a minimum within every Storage re-
source. These can be limited to ‘read’ and ‘write’
operations, or may also include additional services
such as ‘address lookup’, ‘access properties’ (such
as size of file, transfer rate), and ‘error handling’.
In each case, a minimal subset should be sup-
ported and identified. This ‘Operations’ set is par-
ticularly relevant when dealing with heterogeneity
of the storage devices.

• State Management relates to support for transac-
tions and failure in a storage resource. Hence, a
service to maintain and manage the state of a re-
source is important to enable the resource to be re-
started in case of failure. State management can
be undertaken within every resource, or a standard
service for check-pointing the state of a resource
may be provided.

• Mechanism identifies how the operations sup-
ported within a storage resource are actually im-
plemented. Each resource may implement read
and write operations in a different way, and in
some cases, this mechanism may need to be ex-
posed to the user. In specialised tape storage
devices, such as the ADT from Sony, intelligent
mechanisms are provided to maintain a record
of head movements during data access. These
records may be made accessible to an external
user or application, to enable head management
by an application. To support Grid applications,
it is important that storage resources should en-
able multiple mechanisms to co-exist, and not rely
on the existence of a particular mechanism within
a resource.

• Errors/Exceptions can relate to a particular re-
source, or to data management within a group
of resources. Hence, error handling may be un-
dertaken locally, and be specific to mechanisms
and operations supported within a given resource.
However, each resource should also support error
handling at a global level, for groups of resources
being utilised within a given application. An er-
ror handling service may be provided for achieving
this, to which all data management resources sub-
scribe. Once an error has been detected, it may
be reported to the user/application with no addi-
tional action, or corrective action may be under-
taken to remove the error.

• Structure can relate to the physical organisation
of a data storage resource, or the structure of the
contents of the resource. Examples of the former
case include number of disks, number of heads,
access and transfer rates, and other physical char-
acteristics of the storage resource. Structure of
the contents may be specified using a database
schema, which defines how content may be ac-
cessed or managed. This structure may therefore
range from the structure of the file system, to data
type based description of the contents. Structure
information is important to global services, and
for information services which utilise multiple data
storage resources.

Accessing and transferring data from secondary and
tertiary storage forms an important operation in data
management. Generally, the data transfer needs to be
undertaken from devices which have different access
times, and support different access APIs and mecha-
nisms. Data storage structure may also differ, requir-
ing metadata support for describing this structure, a



distinction is made between the structure of a data
storage device and its content. This distinction is use-
ful to maintain flexibility in the storage structure and
in the managed data, enabling tools from multiple ven-
dors to be used.

3.1 Local and Remote Data Access

Data may be held on a local storage resource, or
remotely on network enabled disk/tape. Each partici-
pating resource may also have different capabilities and
characteristics, requiring a uniform interface for access-
ing both local and remote resources. In this context, it
is necessary to provide access to a diverse set of mecha-
nisms for accessing data, but giving the application (or
user) the capability to undertake selective data place-
ment on local and remote resources. Data access meth-
ods should therefore identify costs of using remote re-
sources over local ones, supporting this directly in the
interface for accessing these services. Although a uni-
form abstraction is a useful concept, this should not
however prevent the user from managing their data sets
manually.

Since Grids in general connect computing and data
sources over local and wide area networks, the costs for
transferring data over the network has to be considered
[7]. Thus, data access optimisation strategies have to
take into account where data must be optimally placed
and which parts of the data have to be replicated.

3.2 The Minimum Unit and Access Patterns

Access patterns for scientific computing applications
are significantly different from business or commercial
computing. In business and commercial computing,
data access generally involves access to single units of
data, often in random order. In scientific computing,
access is generally more regular, such as within a loop
of a numerical calculation, for instance. However, data
access patterns are often very difficult to determine as
regards the high throughput applications in HEP.

Furthermore, data structures in scientific high per-
formance applications generally involve bulk data
transfers based on arrays. Array accesses can be regu-
lar, generally as block, cyclic or block cyclic, or it may
be irregular based on irregular strides across an array
dimension. Access patterns can be for access to groups
of data items, or to a group of files. The unit of transfer
is generally determined by the storage device, ranging
from single or multiple data items in database manage-
ment systems such as RasDaMan [13], to file systems
such as NFS or AFS, hierarchical storage systems such
as the High Performance Storage System (HPSS), and

network caches such as the Distributed Parallel Storage
System (DPSS).

In order to define standardised services, it is also
useful to identify the basic unit of data transfer and
access. This unit is dependent on the types of infor-
mation processing services that utilise the stored data.
We identify two types of data units:

• Primitive types: A primitive type is a float, inte-
ger or character that can be stored within a re-
source. The unit of storage is dependent on the
type of programming language or application that
makes use of the storage resource, and the storage
medium being employed. Groups of such types
may also be considered as primitive types, depend-
ing on the storage resource, and include arrays,
images or binary objects.

• Files: An alternative unit of storage, not based on
the type of processing or any associated semantics,
may be an uninterpreted sequence of bytes – a file.
The file may reside in a database or a conventional
file system.

3.3 Support for MetaData Management

This relates to the structure of storage resources,
and ways to access them. Metadata could relate to
a hierarchical scheme for locating storage resources
(such as LDAP), properties of resources that are ex-
ternally visible, permissions and access rights, and in-
formation about the stored content. Developing a
consensus on the desired representation for relation-
ships is also important in the context of Grids, al-
though this is not likely to be achieved in the short
term. Relationships can have multiple types, includ-
ing semantic/functional, spatial/structural, tempo-
ral/procedural. These relationships can be used to pro-
vide semantic operability between different databases,
support type conversion between different object ori-
ented systems, and manage ownership of distributed
data objects. The ISO 13250 Topic Maps standard
(defined below) is one candidate for managing relation-
ships between data sources.

Metadata is also important for tagging attributes
of data sets, such as digital objects (the bit streams
that represent the data). The emergence of a stan-
dard tagging language, XML, has made it feasible to
characterise information independently of the data bit
stream. XML Document Type Definitions (DTDs) pro-
vide a way to structure the tagged attributes. The
advantage of XML DTDs is that they support semi-
structured organisations of data. This encompasses



under one standard representation both unstructured
sets, ordered lists, hierarchical graphs, and trees.

Digital objects that are created for one purpose or
analysis program may be needed for another type of
analysis. An approach that encapsulates each digital
data set into a digital object, and then makes that
object a member of an object class is forcing undue
constraints. Conceptually, one should be able to man-
age the attributes that are required to define an ob-
ject independently from the bits comprising the data
set. This means it is possible to build constructors, in
which data sets are turned into the particular object
structure required by the chosen class. Data sets can
be re-purposed if the class attributes are stored in a
catalog. Supporting and maintaining such catalogues
then becomes crucial for the re-use of data sets.

This requires templates for constructing objects
from data sets. An example is the DataCutter sys-
tem [17]. An XML DTD is used to define the structure
of the data set. The DataCutter proxies are designed
to read the associated DTD, and then process the data
set based upon the structure defined within the DTD.
This makes it possible to transform the structure of
the data set for use by a particular object class, if the
transformation is known to the XML DTD that repre-
sents the object class.

3.4 Standards

There are generally two standards which are of inter-
est for the provision of data storage. One is the IEEE
Reference Model for Open Storage Systems Intercon-
nections (OSSI), previously known as the IEEE Mass
Storage Reference Model, and the ISO standard for a
Reference Model for Open Archival Information Sys-
tems, which is still under development. Whereas the
IEEE standard is mainly concerned with architecture,
interface and terminology specifications and standards,
the ISO standard focuses more on necessary opera-
tional issues and interactions between different parts
of an data archives. In this respect both standards
can be seen as complementary. These descriptions are
taken from Kleese [22].

• IEEE’s Open Storage Systems Interconnection
(OSSI). This standard started out as the IEEE
Mass Storage Reference Model in the 1980s, and
is very much focused on technical details of mass
storage systems, and contains specifications for
storage media, drive technology and data man-
agement software. Recently, organisational func-
tions have been added, and the description of con-
nections and interactions with other storage sys-
tems have been stressed. Nowadays the Reference

Model for OSSI provides a framework for the co-
ordination of standards development for storage
system interconnection, and provides a common
perspective for existing standards. The descrip-
tions used are independent of existing technologies
and applications and are therefore flexible enough
to accommodate advanced technologies and the
expansion of user demands.

• ISO’s Open Archival Information System (OAIS).
The OAIS standard aims to provide a framework
for the operation of long term archives which serve
a well specified community. Hereby issues like data
submission, data storage and data dissemination
are discussed. Every function is seen in its entirety,
as not only describing technical details, but also
human interventions and roles. For the purpose of
this standard it has been decided that the informa-
tion that is maintained needs long-term preserva-
tion, even if the OAIS itself will not exist through
the whole time span.

The OAIS standard addresses the issue of inges-
tion, encapsulation of data objects with attributes,
and storage. OAIS does not, however, address the
issue of technology obsolescence. Obsolescence can
be handled by providing interoperability support
between systems that support the migration onto
new technology.

• ISO 13250 Topic Maps standard provides a stan-
dardised notation for representing information
about the structure of information resources used
to define topics, and the relationships between
topics, to support interoperability. A set of one
or more interrelated documents that employs the
notation defined by this International Standard
is called a ‘topic map’. In general, the struc-
tural information conveyed by topic maps in-
cludes: (1) groupings of addressable information
objects around topics (occurrences), and (2) rela-
tionships between topics (associations). A topic
map defines a multidimensional topic space – a
space in which the locations are topics, and in
which the distances between topics are measurable
in terms of the number of intervening topics which
must be visited in order to get from one topic to
another, and the kinds of relationships that define
the path from one topic to another, if any, through
the intervening topics, if any.

4 Support and Application Services

Data management for Grid-enabled applications
must be based on applications in different domains.



However, some areas like High Energy Physics physics
community are confronted with Grid-enabled data
management issues more directly than computing in-
tensive high performance applications that store only
a small amount of data compared to their computa-
tional effort. Common themes emerge across domains,
and common APIs must be supported to address these.
Domain specific concerns can subsequently be handled
by application developers directly, or by software li-
braries specific to a resource. We evaluate several do-
mains of interest in the context of data management
for Grid applications, each of which requires data ac-
cess and analysis from multiple sources, maintained by
different authorities, offering different levels of access
privileges.

1. High Energy Physics: We want to start with High
Energy Physics since it is sometimes called a nat-
ural example for computing on the Grid. This
stems from several features. The user community
is distributed almost all around the globe. As for
the CERN’s1 next generation experiments start-
ing in 2005, large computing intensive applications
run on several hundreds or even thousand CPUs
in different computer centres and produce roughly
1 Petabyte of persistently stored data per year
over 10 to 15 years. In particular, the collisions
of particles in detectors produce large amount of
raw data (see also 2) that are processed and then
transformed into reconstructed data. This recon-
struction process requires a large computing farm
or cluster that makes use of the inherent paral-
lelism of the reconstruction. Once data are stored
in disk subsystems and mass storage systems, data
have to be replicated to hierarchically organised
regional centres. This requires secure and fast mi-
gration and replication techniques which can be
satisfied with protocol implementations like the
GridFTP [11]. Once data are in place, distributed
data analysis can be done by physicists at different
regional and local centres.

An important feature of the data is that about
90 per cent are read-only data. This results in a
simplifications for replica synchronisation as well
as limited concurrency problems. However, the
complexity for storing and replicating data is still
high.

Recently, at CERN the DataGrid [3] project has
been initiated that deals with the management of

1CERN (European Organisation for Nuclear Research, is sit-
uated in Geneva Switzerland and hosts several thousands re-
searchers from mostly Europe but also the USA, Japan and other
parts of Asia)

these large amounts of data [2], job scheduling,
application monitoring, etc. The project does not
only cover the High Energy Physics community,
but also earth observation and bio-informatics.
Thus, the research and development will serve sev-
eral data intensive scientific communities.

2. An application of the Storage Resource Broker
(SRB) [10] at SDSC as a data handling system, is
the creation of an image collection for the 2MASS
2-micron all sky survey. The survey has 5 mil-
lion images, comprising 10 Terabytes of data, that
need to be sorted from the temporal order as seen
by the telescope to a spatial order for images co-
located in the same region of the sky. The data is
read from Caltech, sorted into 140,000 containers
for archival storage at SDSC, and accessed from
a digital library at Caltech. When the collection
is complete, the images will be replicated in Cal-
tech’s archive, and provided for use by the entire
astronomy community.

5 Supporting Primitive and Global
Services

We identify core services which should be supported
on all storage resources to be employed for Grid-
enabled applications. The definition of these services
does not pre-suppose any particular implementation
or mechanism. Such operations either occur very fre-
quently, or are required to support the minimal func-
tionality in Grid-enabled applications.

• Data access operations: These operations in-
clude‘read’ or ‘write’ to support data access and
update. Such operations must also be supported
by addressing information to locate data within
the store. Such data access operations may also
support access to collections of primitive data
units through specialised operations.

• Local transparency and global name space: These
operations are used to discover the location of a
data source, and to keep the location of a data
source independent of its access method. All
data repositories are in some sense legacy systems.
Once a Petabyte of data is assembled using some
selected storage system, it will be very difficult
to move. When new technology comes along, the
Petabyte store will be an archaic legacy system
that the rest of the world may not know how to
access. Interoperability across heterogeneous sys-
tems is required for both federation of legacy data
stores, as well as for migration of data stores onto



new technology over time. Note that this implies
that a persistent archive needs the same interoper-
ability mechanisms as a distributed data manage-
ment system. A global name space may be pro-
vided through a catalogue. CERN, for instance,
has defined a global Objectivity namespace, but
has not yet provided the mechanisms to automate
the management of the namespace.

Digital objects may also be aggregated into con-
tainers – based on a different similarity criteria.
Aggregation in containers is one way to also man-
age namespaces, providing a logical view of object
location, as long as the data handling system is
able to map from the desired object into the phys-
ical container. Also containers eliminate multiple
tape access latencies when accessing multiple ob-
jects within the same container. This requires that
the data handling system migrate the container
to a disk cache, and support accesses against the
cached container for multiple accesses.

• Previledge and security operations: These opera-
tions are required to enable systems or individuals
to access particular data sources, without having
an account on the system hosting the data source.
In Grid environments, it will not be possible to
have an account on every storage system that may
hold data of interest. To manage large distributed
collections of data, the digital objects which act
as data stores, must be owned by the collection,
with access control lists managing permission for
access independently of the local storage system.
In this approach, the collection owns the data that
is stored on each local storage system, meaning the
collection must have a user ID on each storage sys-
tem. This is much easier to manage.

A catalog is required to hold the access control
lists for each digital object. Note that this makes
it possible to control access at an object level, and
makes it possible to define access control mecha-
nisms that are independent of the access control
of any particular storage system. This is very im-
portant when multiple types of storage systems are
used.

• Persistence and Replication: Within Data Grids
large amounts of data need to be replicated to dis-
tributed sites over the wide area. When access-
ing such replicated data sources, it is difficult to
utilise URLs as persistent identifiers, because the
URL encapsulates the storage location and access
protocol within the identifier. Similarly, it is not
possible to use PURLs [15] because while a map-
ping to a unique identifier can be preserved, the

mapping is not automatically updated when an
object is moved. Persistence may be managed by
moving all data objects within a data handling
system. This makes it possible to update the stor-
age location, the access protocol, and data object
attributes entirely under application control. All
manual intervention associated with maintaining
the persistent global namespace has been elimi-
nated. This implies that there is a hierarchy of
data management systems that must be consid-
ered:

– Storage systems: comprise the local resources
in which bit streams are housed.

– Data handling systems: comprise the mecha-
nisms to automatically update the persistent
namespace, manage third-party authentica-
tion, support execution of remote I/O prox-
ies, provide containers for aggregating data
objects, and support servers for access to
legacy systems.

– Information repository systems: which hold
the information associated with a data col-
lection

– Digital libraries for manipulating and man-
aging digital objects, ranging in granularity
from single sources to federations

• Error and exception handling: Specialised support
is required to manage errors and exceptions gen-
erated when accessing a data repository. These
exceptions may be handled centrally, or support
may be provided within each resource to manage
local errors.

• Check-pointing and state management: A central
service may be supported for recording the state
of a transactions. The service user could subscribe
to such a check-point service, to ensure that, on
failure, it would be possible to re-build state and
re-start the operation.

6 Data Formats

To facilitate sharing of results between experiments
within the same application domain, and to support
cross-domain data analysis, common data formats are
required. Experiments within a given domain may be
annotated to identify different control inputs, results,
and times of analysis, for instance. In most scientific
disciplines different data formats are used to represent
the data during its various stages of processing. If the
data formats used in the different steps are not easily



convertible between each other it can potentially cause
several problems. Firstly it has to be expected that
the data looses some of its accuracy in each conversion
step, secondly each conversion bears the danger of mis-
use of the conversion software, leading to problems in
data quality. Other problems can be caused if it is nec-
essary to combine data from disparate sources (Data
Fusion), a process frequently used in climate research,
environmental science, engineering, space science and
some areas of chemistry and biology. A common way
to verify initial modelling results in many scientific dis-
ciplines is to compare their output with experimental
results, however with differences in data formats this is
often not an easy task, thus making it difficult to assess
the overall quality and reliability of the data used.

7 Conclusion

In Grid computing and especially computing inten-
sive data Grids, data management is a vital issue and
has not been addressed to a large extend in high per-
formance computing. In high throughput computing,
several scientific domains have chosen the Grid as a
basic part for a distributed computing model. Data
management issues often need to be addressed in sim-
ilar ways which requires protocols and standards.

It is also important to note that data management
systems are really providing the interoperability mech-
anisms to support data ingestion, data storage, and
data access across all three levels of data, informa-
tion, and knowledge. This forms a 3 X 3 matrix in
which repositories for data, information, and knowl-
edge may have separate ingest and access mechanisms.
The interfaces between the repositories comprise the
data handling system and relationship interoperability
systems. The interfaces between the ingest and the
repositories comprise the standards for labelling data
structure, information, and knowledge. The interfaces
between the repositories and access mechanisms com-
prise the protocols and APIs that allow applications to
take advantage of distributed data collections. Data
management in Grid environments should therefore fo-
cus on specifying these interfaces, through community
efforts.
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