[bookmark: _GoBack]In 2014 more of our lives are stored in our mobile devices than ever before, from our memories stored as pictures or conversations to more sensitive information such as bank account credentials. Yet, many people use simple 4-digit pin codes or no passwords at all to protect their information. Such authentication systems offer no security against over-the-shoulder onlookers. By careful formulation of a free-form gesture model we can protect against the over-the-shoulder attack and offer a much greater level of security than traditional pin or text-based authentication. In this paper we study the feasibility of such a system.
 
Our authentication system considers two factors: what the user knows and who they are. What the user knows is the gesture itself, and who they are encompasses deeper qualities of the user such as hand geometry and dexterity. Thus, in our model the emphasis is placed not on correctness of the shape but rather on consistency in pressure and velocity.
 
Our stochastic model is formulated on a sample of 5 multi-touch gestures. We formally define a single-touch gesture as a set of three functions of time: {Location(t), Pressure(t), Direction(t) = d(Location(t))}. In addition to taking on real values, each function is allowed to take on a "No-touch" value, thus enabling support for gestures consisting of multiple strokes. Finally, a multi-touch gesture is simply a set of any number of single-touch gestures.
 
We construct a probabilistic model for each of the time-varying functions that comprise a gesture. For each point in time, we add around the function a gaussian padding that signifies the user's acceptable error. For example, in the case of the location function, we add an error that is approximately the size of the human finger tip. When all values have been processed, we end up with a model containing for each frame a probabilistic mass function representing approximately what the correct gesture looks like at that point in time.

The probability that an input gesture is valid is determined by combining the results from each individual model. Valid results are used to further train the system, improving future accuracy. Currently an actual study regarding feasibility has not yet been conducted.
