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For data center security, once upon a time, it was enough to regulate access to the data center as a 
whole. As long as you could ensure that no unauthorized person has access to your data center, you'd 
be OK, you don’t care about what happens inside. 
But the remaining problem is that there are risks from within, especially for large data centers. They are 
mostly human errors, which is still one of the major causes of downtime in data centers. So, it’s no 
longer enough to ensure that only authorized persons enter the data center. In our project, we mainly 
focus on rack-level security. We monitor users’ access to specific systems and ensure they have the 
correct rights to a particular rack. Also, we would provide an audit trail regarding who touched those 
systems, and when and what they did each time.  
We set two-factor security, which is facial recognition and RFID authentication. First, when someone 
approaches the entry, we will use the pi camera to do facial recognition. The authorized people can walk 
straight into the door, and specific rack door will open automatically. And for the non-authorized people 
(first time, info not in the database) then need to go to the manager to get the issued RFID card to get 
permit to access during the appointment time he or she made before. In our project, there are no 
physical keys, we will replace the physical keys into electromagnetic locks.  
 
 
 
 
 


