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Background

EM Waveform Data Collection:
1. Utilize a high sensitivity, passive antenna to 

capture the EM field produced from the CPU (in 
our case a 1.4 Ghz ARM Processing Unit)

2. Manually observe the peaks in the spectrum 
analyzer produced due to program execution

3. Export the data from the oscilloscope for further 
analysis on MatLab

❑ Current passing through a wire induces an electromagnetic field
❑ Likewise, computer CPUs also emit an EM field during normal operation
❑  Periodic programs (like those utilizing loop sequences) generate an EM field 

that is also periodic 
❑ Low level electrical systems such as embedded IoT devices, power grid control, 

and industrial manufacturing machinery all encounter an array of obstacles 
when trying to implement malicious activity protection 

Methodology 

Results 
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EM Based Malware Detection For IoT Devices

Research Challenges

❑ Locating and observing periodic peaks 
created due to program execution (small 
power signals tend to get lost in a sea of 
noise)

❑ Analyzing spectrograms from various types 
of programs in order to determine the 
individual relationships to their respective 
EM output

❑ “Training” and tuning the SVM to interpret 
different inputs accurately within an 
acceptable error threshold

Goals
❑ Demonstrate a relationship between the 

code executed in a system and the EM 
output associated with it

❑ Create a statistical model outlining the 
detection of irregular EM outputs from the 
EM output during regular operations

Spectrogram Analysis:
1. Look for consistencies and patterns 

within produced spectrogram 
2. Create multiple spectrogram samples 

from varying forms of code
3. Compare individual spectrograms for 

correlations between code type and 
spectrogram appearance

Machine Learning Model Implementation:  
1. The One-class SVM Model was selected as the classifier model for its ability to interpret test 
data. Data entered is compared against a representation model created by the algorithm. If the 
entered data is outside of the acceptable bounds it is rejected.
2. The Kernel Function used is polynomial. Parameters 𝝂 and 𝜸 are tuned for maximum 
accuracy using GridSearch. 
3. Current model was created to test the effective accuracy v.s. varying the number of samples
4. Polynomial Kernel is defined as follows:

5. Finally, the decision function is computed using the lagrange technique:

Conclusion

❏ After numerous tests there is a definite correlation between the 
content of the program executed and the EM spectrum created 
by the CPU. Two examples of this can be seen from the 
spectrograms provided

❏ In addition, by using hundreds of signal samples taken from the 
processing unit, a working SVM model has been established 
with working classifier capabilities

❏ The effectiveness of the classifier is determined by the values of 
the tuning variables set for optimal operation

Further Improvements and 
Physical Implementation

❏ Further research is to be conducted to find a more conclusive 
relationship between EM output and programs specialized in 
specific operator types

❏ The SVM Classifier Model requires further testing in order to 
improve its classification accuracy

❏ Ideally, the ultimate goal is to be able to use this research to 
develop a physical implement. Such a device should be able to 
constantly monitor an individual system EM output for any 
irregular activity. It should include a sophisticated classifier 
model capable of distinguishing regular outputs and EM 
anomalies  

FIgure (1): EM waveform from the ARM 
processor being tested

Figure, Top Left: Spectrogram comparison between two identical 
pieces of code iterated at two different values. The leftmost code was  
iterated 2000 times while the right was iterated 5000 times. See the 
smearing effect

Figure, Bottom Left: Spectrogram comparison between two extremely 
similar programs. Same number of loops, same number of iterations, 
different level of loop complexities. The spectrogram on the right 
showcases how program density (with iterations and loop number held 
constant) is proportional to the spectral density of the spectrograph 
produced

Figure, Top/Bottom Center: One Class - SVM graphs, one of which 
outlines Accuracy v.s Samples/Window. The other which shows the 
relation between Elapsed Time v.s Samples/Window

Figure, Right Middle: Classification plot outlining the binary nature of 
the current SVM model implemented


