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The ability to securely exchange messages via covert communication is vital in numerous 

real-world applications, including cryptography, financial transactions, and military strategy. A 

recent development in communications allows us to model exchanges of messages as a coupon 

collecting problem on a graph. To do this, we utilize a code which splits a message into symbols 

with redundancy, and distribute the symbols over nodes in space or in a transmission network. 

The receiver performs a random walk on the graph, which represents different streams of 

information, and reads symbols when he comes across them. At the same time, there may also be 

an eavesdropper on the same graph, so the system must be sufficiently complex to reduce the 

probability of detection. In our capstone project, we work with Professor Soljanin and her 

graduate students to answer several questions regarding the details of this scheme. What are the 

optimal coding parameters to maximize efficiency and security? What tradeoffs could be made? 

What is the optimal size and connectedness of the graph? How should we modify our algorithm 

to account for various types of adversaries? In addition to solving these theoretical questions, we 

test our results by running simulations and recording our success rate. We demonstrate our 

analysis by constructing a graphical UI to allow for visualization and additional experimentation. 


