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Steganography is the practice of concealing information within another medium. While 

there have been many applications in visual steganography, the application of audial 

steganography is less developed. Some modern methods include those of least significant bit 

substitution and genetic algorithms. However, we wish to introduce a methodology to audial 

steganography that has shown promising results in image steganography - generative adversarial 

neural networks (GANs). In this project, we have applied GANs to mel frequency spectrograms 

of simple audio classes to demonstrate the possibilities of encoding audio into various forms of 

media.  

GANs work with a pair of antagonistic neural networks that each seek to achieve 

opposing subcomponents of the goal. The first network, the generator, learns to encode 

information in a manner that is indistinguishable from the real data, while the second network, 

the discriminator, learns to identify data that contains encoded information. The two grow to find 

methods that work well against each other. In addition to the adversarial pair, a third network 

decodes and retrieves the audial information from the output of the generator, minimizing loss of 

audio fidelity.  

Besides the usage in discrete communications, we can also see applications in content 

distribution licensing. Marking if a product has been sold without damaging product integrity is 

significant since the user experience is not compromised. Additionally, it can also be utilized in 

data storage and database applications. Compiling multiple files into a single file helps aggregate 

data to a simplified schema that can potentially simplify data warehousing. 
 


